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Open Forum on Digital Transformation

17 October 2023

Participants in the forum are reminded of their 

responsibility to observe anti-trust laws

The EBA Anti-Trust Policy is available at the EBA website

https://www.abe-eba.eu/media/azure/production/1352/eba_antitrust_policy_20170602_final_clean.pdf

https://www.abe-eba.eu/media/azure/production/1352/eba_antitrust_policy_20170602_final_clean.pdf
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17 October 2023

The forum is an open group, where interested stakeholders can discuss and 

exchange information on industry-wide topics.

The content of the slides presented and the views expressed in the context of the 

activities of the forum are those of the respective participants in the forum, and do 

not represent the views of the Euro Banking Association (EBA).
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Open Forum on Digital Transformation
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Digital meeting

Closed user group

The Future of payments is a kaleidoscope of 

opportunity… What‘s next and is the velocity

changing?
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Open Forum on Digital Transformation

17 October 2023

Agenda (1/3)

Welcome and opening remarks

Thomas Egner, Euro Banking Association

Setting the scene and housekeeping

Kate Pohl

Where is the cash? – Capgemini World Payments Report 2023

Elias Ghanem, Capgemini

Nils Jung, Capgemini Invent

Alexandre Louisy, Upflow

Christophe Vergne, Capgemini

Request to pay – a merchant’s view!

Mirko Krauel, OTTO Payments GmbH

Coffee Break

The Future of payments is a kaleidoscope of opportunity… What’s next and is the velocity changing?
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Open Forum on Digital Transformation

17 October 2023

Agenda (2/3)

Open Banking, embedded payments & finance, how is this changing the world of payments?

Mounaim Cortet, Innopay

Brooke DiNatale, Mastercard

Hakan Eroglu, Bank for International Settlements (BIS) Innovation Hub

Nick Holt, Marqeta

Simon Jones, Payments and Corporate Treasury Consulting, Fintech Exec

Stable Coins, tokenized deposits, CBDC and more – an update on digitized money part II

Manuel Klein, Deutsche Bank

Lunch Break

How is fraud affecting the future of payments… what can and is being done? Implementing the EBA Fraud Taxonomy – an 

example!

Johan Anlert, SEB

Annick Moes, Euro Banking Association

The Future of payments is a kaleidoscope of opportunity… What’s next and is the velocity changing?
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Open Forum on Digital Transformation

17 October 2023

Agenda (3/3)

Are banks actually creating a unique API strategy and offering? What do corporates really want and does this include 

connectivity to multi-bank and third-party platforms?

Ortwin Scheja, SRC Security Research & Consulting GmbH

Björn Zaksek, Raiffeisen Bank International

Is Regulation driving Real Time Payments? Where are we going and when?

Olivier Denecker, McKinsey

Gerald Hechl, Raiffeisen Bank International

Marta Stensheim Haugen, Nordea

Wrap-up

The Future of payments is a kaleidoscope of opportunity… What’s next and is the velocity changing?
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Thomas Egner

Secretary General

Euro Banking Association
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Kate Pohl

Facilitator

Euro Banking Association 
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Panel Discussion



WORLD
PAYMENTS REPORT 
2023

WHERE IS THE CASH?

ACCELERATE 
CORPORATE CASH MANAGEMENT 
TRANSFORMATION TO 
BUILD VALUE
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360-DEGREE MARKET VIEW

Executive surveys
+115 

Payment executives of 
leading banks, and

payment firms

Key Markets for surveys

UK

France

India

Singapore

Netherlands

Switzerland

Germany

Sweden

Canada

US

Hong Kong

Italy

Spain
China

Brazil

Australia

Saudi Arabia; 

UAE

Corporate survey
+350 

CFO and
Head corp. treasures

EuropeAmericas APAC & MEA

120 35 120 45 115 35

Key Industries

Life sciences/Pharma/

OEMs* of medical

devices

Energy & Utilities

Manufacturing 
(Auto, air plane makers)

Quick service Restaurant 
(QSR)

Retail/e-commerce
(incl. consumer products)

90

40

60

60

105

Note: *OEM – Original equipment manufacturer

Executive interviews

Banks, payment firms 
& corporate clients: 

▪ Commercial payments,
▪ Transaction banking, 
▪ Cash management
▪ Corp treasurers
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KEY DEFINITIONS

Terms Definitions (for this report)

Banks Payments arms/functions and payments subsidiaries of banks.

Payments firms Card schemes (Visa, Mastercard, Discover, etc.), and Payments processing firms (Fiserv, Worldline SA, Euronet Worldwide, etc.)

Central operators Organizations managing payment infrastructure like ACH, SEPA, SWIFT, TCH, EPI, etc

New-age players

FinTechs and PayTechs
They could be:
1. Partners or competitors to banks and Payments firms (like Stripe, Adyen, Block, Wise. Etc.)
2. Enablers to banks and payment firms (like Kryiba, Highraidus, Thunes, TransferMate, Finlynck, etc.)
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WORLD PAYMENTS REPORT 2023 IN A NUTSHELL
WHERE IS THE CASH?
Accelerate the  corporate cash management transformation to build value

the changing payment landscape 
to 

maximize profitability 
by re-aligning to

enterprise payments needs

Manoeuvre

With strong foundation and 
intelligent capabilities 

to deliver 
experiential 

cash management services

Transform

To move beyond
“service provider”

to 
“strategic partner”

for 
long-term sustainable growth

Break the mould



INNOVATION, 
REGULATION, and 
PROFIT DYNAMICS 
SHAKE PAYMENTS 
STATUS QUO
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NON-CASH TRANSACTION GROWTH PROVED RESILIENT AMID 
GLOBAL MACROECONOMIC UNCERTAINTIES

Expanding digital payment infrastructure is the tailwind for non-cash transaction volume growth

The massive growing shift towards cashless society is accelerating the payments mix

APAC: Expanding digital payment infrastructure and 

interlinking of interfaces for cross-border transfers.

E.g. UPI (India), PayNow (SG), and DuitNow (MY)

Europe:  EPI, Digital ID and PSD3 will be 

the new drivers promoting                                          

interoperability and standardisation in the region.

North America: FedNow (US) and RTR (CA) are 

expected to provide consumers and businesses with               

fast and easy access to instant payments.

Latin America: Several countries have launched     

real-time payments (RTP) and fast-payment systems 

E.g. PIX (BR), Transferencia 3.0 (AR)

MEA : investing heavily on real-time payments  

infrastructure and open banking. 

E.g.: SARIE (KSA) for instant fund transfer

Bahrain open banking framework, 

Worldwide non-cash transactions 
(enterprise and retail)

(volume in billions, 2017-2027F) ’22F–’27F
CAGR

’22F–’23F
Growth

15.0%16.6%

19.8%23.7%

10.7%12.4%

6.5%6.2%

15.7%15.8%

14.1%14.1%

Global

162,8

456,4 515,1
637,1

765,3

1269,6

166,6

258,6
289,8

325,6

364,1

482,2

160

204,7
218

231,6

245,8

298,1

44,3

72,1
91,6

106,1

124,1

189,8

14,3

24,5
29,5

33,6

38,8

56,9

2017 2021 2022F 2023F 2024F 2027F

548.0

1,016.3

1,143.9

1,334.0

1,538.1

2,296.7

APAC

Europe

North 
America

Latin
America

MEA
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GROWING UBIQUITY OF INSTANT PAYMENTS AND DIGITAL WALLETS 
ARE REDEFINING "HOW CUSTOMERS PAY"

An acceleration in the regulatory landscape is further driving the digitalization of the payments value chain

Open banking and fast-growing instant and eMoney payments are fuelling customer adoption

Retail payments lead the shift towards digital payments 

▪ In 2022, 64 Real-Time-Payments (RTP) schemes 
globally drove the A2A payment growth.

▪ A2A payments accounted for $525bn in global 
e-commerce transaction value and is projected      
to grow at 13% CAGR through 2026. 1

▪ Digital wallets market size is projected to             
grow at 14.6% CAGR during 2022-26. 

▪ Digital wallet users are expected to exceed            
5.2 billion globally in 2026

▪ Over 60% of global population to use                  
digital wallets in 2026 2

▪ Contactless card purchases worldwide                   
will increase by 23% each year and reach                    
a total of more than $522bn by 2026 3

Account to 
Account 

(A2A)
payments 

Digital 
wallets 

Contactless 

cards

Traditional 

payment’s mix
ChecksCards 

(debit & credit)

Credit Transfers 
(Payer-driven 
push transactions)

Direct Debit 
(Payee-driven 
pull transactions)

Instant Payments and e-Money Payments (incl. Wallets)
New

payment’s mix

2022

Total non-cash 

transactions volume
1,143.9 billion

2027F

2,296.7 billion~2X

1%

59%

15%

5%

21%

1%

54%

17%

2%

28%

New payment adoption is on rise
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REGULATIONS AND INITIATIVES ARE DRIVING COMPETITION, 
HARMONIZATION, INNOVATION, AND TRANSPARENCY

Standardization

Competition
and transparency

Innovation

Risk
reduction

E

I

Full implementation of the 
initiative/regulation

Intermediate implementation of the 
initiative/regulation

Elapsed time

New KRIIs introduced in WPR 2023

2021 2022 2023 2024 - 2025 >2026

I

E

I

E

I

E

I

I

E

I

E

I

I

I

E

E

I

E

E

I

I

I

I

E

I

I

I

I

E

I

E

I

I

E

E

I

E

E I

I
E

I E
I

E

I

E

E

E

I

EBuy Now pay Later regulations - UK (Consultation) 
and Australia (implemented)

I

I

EPI – European Payments Initiative

DORA – Digital Operational Resilience Act

PSR - Payment Systems Regulator

MiCA – Markets in Cryptoassets

IXB – Immediate Cross-Border Payments

SEPA – Single Euro Payments Area

PCI – Payment Card Industry

SEA – Southeast Asia

Note: Timelines have been provided for regulations where they are specified,  no timelines are 
specified for  industry-trend KRIIs. 
Source: Capgemini Research Institute for Financial Services Analysis, 2023

KRII – Key Regulatory and Industry Initiatives
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STRESSED REVENUE SOURCES AND HIGH OPERATIONAL COST IS 
LEAVING LIMITED SCOPE FOR INNOVATION

As profit potential declines, firms have to rethink their payment business strategy. 

Regulatory and scheme compliance requirements 
(ISO20022, SWIFT gpi, etc.) are driving costs up

Cost 
spread

Talent

9%Payment 
processing

17%

Risk and 
compliance 

management 

36%

IT 
maintenance 

and 
modernization

27%

Payment innovation 
projects

11%

Note: Cost and revenue structure of payments industry (includes retail and enterprise), Payment executive views

Fees, fund and float income, the 3F’s of the revenue, 
are under pressure

Revenue 
sources

Value-added 
services

21%

Fund 
income

37%

Fee-based 
income

29%

Float 
income

13%

Regulation to cap 

interchange fees in the 

US and EU is limiting the 

fee revenue growth

Real-time payments 

eliminates payment 

delays thus minimizing 

float income

Expected increase in 

credit card debt 

delinquencies and BNPL 

regulations will stress 

interest income

Value-added services 

include accounting and 

auditing tools, expense & 

spend management, bill 

payments etc.
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CHANGING MARKET DYNAMICS IS TRIGGERING RESTRUCTURING OF 
PAYMENTS BUSINESS

To improve efficiency and build new capabilities, banks and payment firms are actively seeking new business models

Divestments





 







Acquisitions

BuildCollaboration



 

Restructuring

Divested payments 
partially/full

Acquired new capabilities
Partnered with 
new-age players

Build internal 
capabilities/platforms

OPTIONAL



ENTERPRISE       
CASH MANAGEMENT 
IS A CHALLENGE

Enterprise payments

Transaction banking

Cash & liquidity 
management



World Payments Report 2023 | EBA 21Company Confidential © Capgemini 2023. All rights reserved  |

COMMERCIAL PAYMENTS ARE FAST CATCHING UP WITH THE DIGITAL 
TREND – ACT NOW!

Are banks and payment firms equipped to keep the leadership with their corporate clients?

Digital payments can boost business supply chain efficiency by making financial flow easier, faster, cheaper, and more transparent

Leading factor for rising demand of 
enterprise digital payments
(Payment executives views)

74%

63%

Entry of new age players in 
the enterprise payments space

Corporate clients demand 
payment experience at par 
with retail payments

64%
Key industry initiatives, like 
ISO20022 and SWIFT gpi

Global

’22F–’27F
CAGR

’22F–’23F
Growth

MEA 12.5%11.5%

Latin America 13.6%12.5%

North America 7.5%7.0%

APAC 14.6%13.75%

Europe 11.7%11.0%

11.3%10.4%

Worldwide non-cash transaction volume
Enterprise payments 
(billions, 2021-2027F)

17,67 26,11 29,5 33,56 38,34
58,3132,31

42,28
46,51

51,62
57,56

80,86

37,5

45,83
49,04

52,47
56,15

70,34

12,37

17,25
19,22

21,62

24,43

36,29

1,54

2,25
2,5

2,79

3,13

4,51

2017 2021 2022F 2023F 2024F 2027F

101.39

133.72

146.76

162.06

179.60

250.31
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CASH MANAGEMENT IS IN SPOTLIGHT AS CORPORATES NAVIGATE 
VUCA ENVIRONMENT 

Cash management is at the heart of enterprise success

Corporates are demanding innovative and digital cash management experience.
Are banks stepping-up to meet the enterprise expectations? 

23,1

25,5 25,9

22,2 21,5

31,2

2017 2018 2019 2020 2021 2022

CAGR (2017-2019): 6% CAGR (2020-2022): 18%

Cash management revenue of top 10 global transaction banks 
(FY2010-2022, USD billion)

Factors driving the urgent need for cash management services
(As per corporate treasurers) 

High interest rates

Tightening access to financing

Trade globalization

Expansion to new markets

Supply chain disruptions

^VUCA - Volatile, uncertain, complex, and ambiguous
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LIMITED BY POOR CAPABILITIES, BANKS AND PAYMENT FIRMS ARE AT 
RISK OF LOSING GROUND

Payment firms trail in delivering effective cash management services

Banks and payment firms need to optimize their cash management value chain to drive efficiency.
Where are banks and payment firms lagging? 

Product 
Management

Correspondent 
Set-up

Market 
coverage

72% struggle 

to provide efficient 

cross-border 

payments

On-boarding

Bank-corporate
connectivity

KYC checks

Entity 
management

51% said 

on-boarding and

KYC is largely 

manual and 

paper-based

Channel & 
Origination

Payment 
authentication

Omni-channel

Validation

65% said 

payment 

authentication

and validation are 

delayed

Product Processing

Dynamic
pricing

Sanctions 
handling

Notional 
pooling

Physical 
pooling 

Fraud
management

FX
solutions

Messaging
Payment

processing
Format

conversion

Tax 
management

Interest 
calculation

Virtual account 
management

65%+ said that they:

▪ Do not offer instant payment capabilities to corporates

▪ Struggle with multi-banking integration and connectivity

▪ Fail to offer VAS1 like FX solutions, VAM2, etc.

Clearing & 
Settlement

Interbank-
settlement

Netting

Cash 
reconciliation

56% said 

reconciliation is 

largely manual 

and consume 

significant time

Servicing & 
Reporting

Regulatory 
reporting

Enquiries

Cash 
forecasting

62% are failing 

to offer:

▪ Cash 

forecasting

▪ Single view of 

cash position

Billing

Billing &
invoicing

64% said 

billing and 

invoicing remains 

siloed and manual 

process

1- VAS – Value Added Services
2- VAM – Virtual Account Management Areas with high friction/issues

P
a

y
m

e
n

t 
e

x
e

cu
ti

v
e

’s
 v

ie
w



ESSENTIAL TO BUILD 
STRATEGIC 
CORPORATE 
RELATIONSHIPS 
WITH EFFICIENT 
CASH MANAGEMENT
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Societe Générale partnered with Lemonway to deliver 
payment, reconciliation, account opening, KYC services 
to European B2B marketplaces 

Citi partnered with SAP to launch API and cloud-based 
integration solution for corporate-to-bank connectivity

HSBC launched next generation Virtual Account 
Management (VAM) to enable centralize payments and 
receivables

Standard Chartered launched TASConnect that gives 
firms better access to working capital management

Goldman Sachs developed TxB – an in-house BaaS 
platform

HSBC has launched liquidity management portal, which 
gives treasurers real-time view of their cash and cash 
equivalents across multiple banks and products

Sweden's Ikano Bank AB has chosen a global banking
SaaS Platform for their pan-European core banking 
transformation.

Lloyds Banking Group is partnering with Form3 to 
leverage PaaS capabilities to simplify its payment 
architecture

APIGPI/G4C

STEP UP IN THE CASH MANAGEMENT VALUE CHAIN WITH STRONG 
DIGITAL FOUNDATION

To become a strategic partner
SIMPLIFY IT → DRIVE PRODUCTIVITY → BOOST PERFORMANCE 

VIRTUAL ACCOUNT MANAGEMENT

ENTERPRISE LIQUIDITY MANAGEMENT

BANKING-AS-A-SERVICE PLATFORM

Value-added services

ENTERPRISE CLIENTS

Web portal Mobile Host-to-Host SWIFT

PAYMENT 

FACTORY/IHBs

SINGLE VIEW CMS 

PORTAL

CORPORATE 

MARKETPLACE
ROBO-TREASURY

COMMERCIAL 

CARDS
ACH/SEPA

INSTANT 

PAYMENTS

DEMAND

DEPOSITS
WALLETS
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FRONT OFFICE MID-OFFICE BACK-OFFICE

Core cash management capabilities

Data 
warehouse

Payments 
hub

SIMPLIFY YOUR IT COMPLEXITY THROUGH 
COMPOSABLE ARCHITECTURE 
▪ Leverage SaaS-based solutions for accelerated digital 

transformation
▪ Key benefits include:

o Optimize IT and payment processing costs
o Faster roll-out of new functionalities
o High scalability and straight-through-processing rate 

BOOST CMS PRODUCTIVITY AND PERFORMANCE THROUGH A 
PLATFORM APPROACH
▪ Virtual account management (VAM) for increased transparency, 

rationalized cash management structure, and automated 
processing

▪ Enterprise liquidity management (ELM) platform facilitates 
diagnostic decision-support intelligence.

▪ Banking-as-a-Service (or corporate APIs) to embed cash 
management services into business workflows

▪ API-based corporate-to-bank ERP connectivity with multi-bank 
integration 

BECOME A STRATEGIC PARTNER TO DRIVE ENGAGEMENT WITH 
CORPORATE TREASURY
▪ Support in development and operation of corporate B2B 

marketplaces
▪ Consolidated single view of corporate cash position, cash pools, 

interest incomes/expenses, and cash flow forecasting
▪ Intelligent automation of repetitive and low-value cash 

management tasks to eliminate inefficiencies
▪ Payment factory/IHBs to centralize and automate accounts 

receivables and payables for corporates
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BANKS AND PAYMENT FIRMS + NEW AGE PLAYERS = 
ACCELERATED VALUE CREATION

Improved digital maturity results in higher collaboration readiness
71% payment executives said they are prioritizing collaboration with new-age players to create and offer innovative CMS

Benefits to banks from 
new-age players collaboration

(% of payment executives on benefits of collaboration)

Key areas of collaboration
(% of  payment executives on key areas of collaboration)

77%Easy access to tech

74%Speed to market

70%Optimise IT expenses

54%
Market expansion and 
new revenue streams

49%Develop new services

68% Request to pay

68% Automated and intelligent reconciliation 

64% Digital invoicing and billing

64% Cash forecasting

61% AP/AR automation

61% Data analytics

60% Multi-account aggregation

57% FX solutions

DBS partners with Finlync for 

plug-and-play API solutions to reduce 

time to market of new services

HighRadius’s AI//ML capabilities 

powered Citi Bank in automated 

reconciliation.

Kyriba’s cloud based liquidity 

solution powered Société Générale 

in cash flow forecasting.

Citi Bank and Treasury intelligence 

Solutions (TIS) launch 

next-generation 

cash flow forecasting.

Barclays has partnered with 

TransferMate to provide an 

international payment receivable 

solution
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HERE IS THE CASH – TODAY AND TOMORROW!
THE GOAL FOR BANKS IS TO OFFER SINGLE VIEW CMS TO CORPORATES

Reporting
Supplier data 

analytics

Suppliers’ 
compliance 

check

Bulk 
payments

Approve 
payments

Automated 
invoice 

matching

E-contract 
management

INSTANT PAYMENTS

AUTOMATED ACCOUNTS PAYABLE

PROCURE-TO-PAY

Digital 
invoicing

Disputes 
management

reporting

Rebates 
& discounts

Payment 
collection

Customer 
data analytics

Credit
scoring

INSTANT PAYMENTS

ORDER-TO-CASH

AUTOMATED ACCOUNTS RECEIVABLES

Netting

Risk management

Cash forecasting

Working capital efficiency

Inter-company swapping

Virtual account 
management

Single view CMS

Centralized 
treasury

(In-house bank)



EXPLORE NEW 
HORIZONS

Tokenization to open new 
frontiers for efficiency and 
value creation



World Payments Report 2023 | EBA 29Company Confidential © Capgemini 2023. All rights reserved  |

TOKENIZATION IS THRIVING AS A SECURITY SOLUTION FOR 
PAYMENTS

Led by regulations, electronic (ACH) and cards payment data are already undergoing tokenization 

Token

Real account

Business B

Recipient

Central

Operator
Receiving

Bank

2

3

Payment

account 

tokenization
T

Business A

Originator

Originating

Bank

1

5

4

1 Business A initiates a transaction through its bank

2 The bank sends the non-tokenized transaction to central operator 
(card operator or The Clearing House)

3 The central operator generates a token for the transaction

4 This token is shared with the originator bank for all future transactions

5 The central operator de-tokenizes the transaction data and shares account details with 
receiving bank to complete the transaction 

Enterprise payment tokenization process

Banks and payment firms need to look beyond security and compliance tokenization use cases to drive innovation

46%
payment 

firms are in 

advance 

stages of 

tokenization

51%
payment 

firms 

exploring

tokenization

30%
corporates 

are in 

advance 

stages of 

tokenization

67%
corporates 

exploring

tokenization

Tokenization for 
security and compliance

OPTIONAL
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PAYMENT TOKENIZATION CAN BOOST CASH MANAGEMENT EFFICIENCY

Tokenized data and tokens can help banks and payment firms to further improve the cash management value chain

Product 
Management

Correspondent 
Set-up

Market 
coverage

On-boarding

Connectivity

KYC checks

Entity 
management

Channel & 
Origination

Payment 
authentication

Omni-channel

Validation

Product Processing

Dynamic
pricing

Sanctions 
handling

Notional 
pooling

Physical 
pooling 

Fraud
management

FX
solutions

Messaging
Payment

processing
Format

conversion

Tax 
management

Interest 
calculation

Virtual account 
management

Clearing & 
Settlement

Interbank-
settlement

Netting

Reconciliation

Servicing & 
Reporting

Regulatory 
reporting

Enquiries

Cash 
forecasting

Billing

Billing &
invoicing

Tokenization impact on cash management value chain

Drive seamless collaboration for 
open banking

Tokenized APIs are fast replacing 

key-based APIs and screen-scrapping to 

improve third-party connectivity and  

data exchange. 

Boost uptake of enterprise 
digital payment instruments

Tokenization is driving up the adoption 

of wallets and virtual cards with in-built 

expense management, reconciliation, and         

usage-control for effective                  

working capital management.   

Improve account receivable 
efficiency

Tokenization combined with invoicing 

and billing ensures that businesses are 

able to capture granular data securely.  

This improves reconciliation and CX.

47%
Payment firms and 

corporates are 

exploring 

tokenization use 

case cases for 

enterprise wallets 

and IoT payments

U
S

E
 C

A
S

E
S

OPTIONAL

Areas of high impact 

due to tokenization
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FURTHER, COMBINING TOKENIZATION WITH BLOCKCHAIN CAN OPEN 
NEW VALUE FRONTIERS

66% payment firms and 51% corporates said they are exploring tokenization for developing blockchain use cases

Deposit tokens

▪ Deposit tokens are equivalent to bank 
deposits but recorded on blockchain.

▪ Businesses can tokenize their cash deposited 
in banks to create deposit tokens on DLT 
networks (or Blockchain).

▪ Deposit tokens can help to improve:
o Cross-border payments
o Cash pooling and swapping
o Interbank settlement

o Counterparty risk mitigation
o Automation of manual tasks

Programmable payments

▪ Banks can issue smart tokens with three layers:
o Layer 1: Source of value such as account 

number or deposits
o Layer 2: Inherent logic and set of rules 

embedded using smart contracts
o Layer 3: State of token to record and track the 

value
▪ JP Morgan bank worked with Siemens AG to pilot 

an automated treasury solution using 
programmable payments.
o The pilot helped Siemens to build real-time and 

responsive treasury capabilities.

Tokenized bills

▪ Digital invoices tokenized on Blockchain 
network.

▪ This will allow tokenized invoices to become 
transparent, and fractionable.

▪ Supplier can issue digital invoice token on the 
Blockchain. Once confirmed by the purchaser, a 
“note receivable” token is generated to collect 
payments.

▪ Note receivable token can be split into several 
pieces and sold to multiple parties to raise funds.

▪ This helps to transform invoices into new asset 
with high liquidity and composability.

Key use cases of Blockchain-based tokenization for cash management services

OPTIONAL
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WORLD PAYMENTS REPORT 2023 IN A NUTSHELL
WHERE IS THE CASH?
Accelerate the  corporate cash management transformation to build value

the changing payment landscape 
to 

maximize profitability 
by re-aligning to

enterprise payments needs

Manoeuvre

With strong foundation and 
intelligent capabilities 

to deliver 
experiential 

cash management services

Transform

To move beyond
“service provider”

to 
“strategic partner”

for 
long-term sustainable growth

Break the mould
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Flagship publications offering in-depth analysis, 
trendspotting, and industry insight

The Capgemini Research Institute for Financial Services is an in-house think tank
focused on digital, innovation, and technology issues impacting global banks, wealth
management firms, and insurers. The Institute annually publishes its signature Financial
Services World Reports that draw on voice of the customer surveys, CxO interviews,
and partnerships with technology companies as well as academia. These data-driven
perspectives explore how financial institutions are meeting emerging business
challenges with transformative thinking enabled by technology and data. The World
Retail Banking Report 2021, published by the Institute, was highlighted as one of the
top 10 publications amongst consultancy and technology firms by independent
analysts. To know more, subscribe and get the reports upon launch, visit us at
https://www.capgemini.com/insights/research-library/world-reports/

Get The Future You Want | www.capgemini.com

Capgemini Research Institute 

– Financial Services World Report Series

http://www.linkedin.com/company/capgemini
http://www.slideshare.net/capgemini
http://www.twitter.com/capgemini
http://www.youtube.com/capgeminimedia
http://www.facebook.com/capgemini
https://www.capgemini.com/insights/research-library/world-reports/
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▪ Core Cash Management strategy and solution 
architecture design 

▪ Partnerships with leading ISP in the market 
(iGTB, Finnacle, Fennech…) to implement 
vendor solutions end-to-end

▪ Core Payments offerings :
▪ Payments technology and architecture strategy
▪ Payment Data Strategy
▪ Payment industry enablers : ISO20022, Realtime payments, Openbanking, CBDC…etc 
▪ Partnerships and proven experience with leading Payment Hub vendor solutions in the market (FIS, Finastra, Icon, …etc)

▪ Capgemini Orchestration solution for 
Transaction Banking business services

▪ Go-to-Market support
▪ Corporate clients onboarding and 

implementation support

CASH MANAGEMENT
BUILDING A DIFFERENTIATING ‘DIGITAL FIRST’ TRANSACTION BANKING PROPOSITION FOR 
YOUR CORPORATE CLIENTS THAT IS HIGHLY COMPOSABLE, SCALABLE AND COST EFFICIENT

What is our value proposition ?

2
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Fireside Chat
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Open Forum on Digital Transformation
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Coffee Break

10:40 – 10:55 CET

During coffee break, do not “leave the meeting” 

(i.e., stay connected while muting your sound and turning off your camera)
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Panel Discussion
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Embedded Payments & Finance  

How is it changing the landscape?

AGENDA:

1. Setting the scene

2. Insights Embedded Finance Radar

3. Implications
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Embedded Finance (EmFi) is taking off now because …

1 EMBEDDED FINANCE - SETTING THE SCENE

FIVE REINFORCING ADOPTION DRIVERS

Accelerating 

regulatory reforms

Increasing customer 

expectations

Advancement of 

technology

Continuing digital 

transformation

New business 

model enabler

EmFi

“integration of financial 

services in (typically) non-

financial customer 

experiences”

Source: INNOPAY analysis
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Banking as a Service (BaaS) ≠ EmFi
BaaS is an enabler of EmFi solutions that drive customer benefits

EMBEDDED FINANCE STACK

Legend

End-

Customer 

Source: INNOPAY analysis

BaaS
Licensing, balance 

sheet, compliance, risk 

& technology 

orchestration

Backoffice Frontend

Convenience

Access financial services at the right moment and 

within the products or platforms customers already use

KEY (END-)CUSTOMER BENEFITS

User experience

Provide a more intuitive and familiar experience for 

customers 

Personalised offers

Offer tailored and contextually relevant financial products 

or services

1

2

3

1 EMBEDDED FINANCE - SETTING THE SCENE

EmFi
Unified customer 

journey & experience
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Within the EmFi value chain three main roles emerge that combine 

capabilities to serve end-customers

Role

Provide banking licence, risk 

framework, compliance, 

funds and/or accounts to 

hold deposits

Maintain & configure 

technology for delivering 

compliant and risk controlled 

financial services via plug & 

play APIs

Integrate financial services in 

digital offering enabling 

seamless journeys in use 

cases

Use embedded financial 

services at the point of need

Type
Financial institutions, other 

licensed FinTechs

Financial institutions and 

specialised FinTechs

Various platforms (esp. 

vertical specialists) 

Retail, SME, Corporate

Example

players

Balance sheet 

provider

Technology 

provider 
Distributor End-Customer 

Source: INNOPAY analysis

2 EMBEDDED FINANCE - OVERVIEW MAIN ROLES 

Financial institution (FI)

Banking as a Service (BaaS) Embedded Finance

OVERVIEW MAIN EMFI ROLES
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Financial institutions follow different go-to-market approaches  

2 EMBEDDED FINANCE - OVERVIEW MAIN ROLES 

PROFILE BALANCE SHEET PROVIDER

Balance sheet provider

Provide banking licence, risk framework and 

compliance, funds and/or accounts to hold deposits

+ Key benefits

✓ Key considerations

• Relevance where it matters

• Low(er) acquisition cost and cost-to-serve

• New business model

• Modern tech stack & developer experience

• Smart partnering to scale

• Move up in value chain

• Risk management framework (KYC/AML, 

security, money handling, product suitability)
Source: INNOPAY analysis

OVERVIEW POSSIBLE STRATEGIC APPROACHES

New venture
Set-up new venture to 

develop capabilities

Build
Set-up and develop 

dedicated business unit

Partner
Collaborate (and/or 

JV/investment) to tap 

into relevant capabilities

Buy
Acquire and internalise 

capabilities

SEB -

SEB Embedded
Goldman Sachs -

GS TxB

Standard Chartered -

SC Nexus

Natwest & 

Vodeno
HSBC & 

Tradeshift

RBI & 

TIS

Fifth Third -> 

Rize money
FIS -> 

BOND

PNC Fin. Group -> 

BBVA Open Platform

Standard Chartered -

Audax

GTM APPROACH MARKET EXAMPLES
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Technology providers broadly fit into two categories

2 EMBEDDED FINANCE - OVERVIEW MAIN ROLES 

Technology provider

Maintain & configure technology for providing  compliant 

and risk-controlled services via plug & play APIs

+ Key benefits

✓ Key considerations

• Revenue stream by delivering technology         

at scale

• Enhanced reputation by partnering with     

known BSP 

• Own licence(s) vs. pure tech play

• Product depth vs. breadth

• Risk, compliance, data security capabilities

• Operational costs to appeal to many distributors

PROFILE TECHNOLOGY PROVIDER OVERVIEW SERVICE PROVIDER TYPES

FOCUS MARKET EXAMPLES

Embedded Finance platform

Focus on experience of financial 

services with control and compliance 

built in

BaaS Middleware platform

Focus on ‘raw’ API integration of 

financial services (beyond open 

banking/PSD2 services)

Source: INNOPAY analysis
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Distributors can be assigned to various categories and sorted into 

subcategories, describing the industry or service area

CATEGORY SUBCATEGORY

Retail & eCommerce
Online and physical commerce for 

tangible products 

Financial Services
Range of activities and products 

provided by financial institutions

Human Capital
Products or services related to 

people and workforce

Software Solutions 
Digital solutions cutting through 

industries or focused on a niche

Leisure
Products and services related to 

personal fulfilment and enjoyment

Utilities
Essential services provided to the 

public for daily live

(Neo-)banking  (Crypto-) Asset    Lending Payment sol. Insurance

Food & Beverage Other GoodsAutomotive Fashion

Community Labour Education Healthcare

Horizontal SaaS Vertical SaaS

Entertainment Social networks Travel

OEM* Energy Telco

Mobility & 

Delivery Real Estate

2 EMBEDDED FINANCE - OVERVIEW MAIN ROLES 

Distributor

Integrate financial services in digital offering 

enabling seamless journeys in use cases

+ Key benefits

✓ Key considerations

• New revenue stream

• Higher conversion rates

• Increased customer engagement / loyalty

• Smart partnering for plug & play experience

• Financial services expertise

• Reputational risk (when things go wrong)

• Insource for value capture

EXAMPLES

PROFILE DISTRIBUTOR OVERVIEW DISTRIBUTOR TYPES

Source: INNOPAY analysis
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EmFi covers origination and maintenance of financial products across 

product lifecycle
Non-exhaustive

3 EMBEDDED FINANCE - EMBEDDED FINANCE RADAR

OVERVIEW COVERED FINANCIAL PRODUCTS

Payments

Initiating & managing 

payments

Transaction fees, 

FX

• Payment initiation

• E-wallets

• Instalments (BNPL)

• Mass/Bulk payments

• Payroll processing

• Instalments (BNPL)

• Payment acceptance

• Int’l payments

• Payment acceptance

Accounts

Opening & managing 

bank accounts

Account fees, overdraft

• Current Accounts

• Business Accounts

• Cash management

• Business Accounts

• Virtual accounts

• Cash management

Cards

Issuing & managing 

cards

Interchange

• Debit / credit card

• Prepaid card

• Reward/Gift card

• Business Card

• Virtual card

• Business Card

• Virtual card

Lending

Applying for & managing 

financing products

Interest rates 

• POS financing

• Short-term loans

• Working capital

• Payroll advances

• Cash advances

• Supply-chain 

financing

• Leasing

• Trade finance

Insurance

Applying for & managing 

insurance products

Premium commission

• Product Insurance

• Travel insurance

• Shipping Insurance

• Business owner 

insurance

• Worker health 

insurance

• Employee travel 

insurance

• Logistics insurance

Wealth mgt.

Managing savings & 

investments

Trade commission, 

payment order flow

• Auto. stock invest.

• Savings account

• Saving penny 

change

• Cash management

• Portfolio 

management

• Employee retirement 

plans

Product area

What

Value Stream

Retail

SME

Corporate

Source: INNOPAY analysis, Embedded Finance Radar 2023
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Payments and Insurance products are most embedded, with majority of 

distributors operating in financial services, retail & eCom and SaaS

EMFI ACROSS DISTRIBUTOR TYPES

Financial

Services

Retail &

eCom

Software

solutions

Utilities

Leisure

Human 

capital
6% 31%

18%

11%

16%

18%

Majority of distributors operate in financial services, 

retail & eCom and software solutions

3 EMBEDDED FINANCE - EMBEDDED FINANCE RADAR

Source: INNOPAY analysis, Embedded Finance Radar 2023

EMFI ACROSS FINANCIAL PRODUCTS

Payments  32%

Insurance  28%

Accounts  14%

Cards  13%

Lending  12%

Wealth mgt.  1%

Embedded payments and insurance prevail across 

distributors 
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14,8% 13,0% 11,1% 14,8% 44,4%

13,0% 5,6% 9,3% 13,0% 20,4%

5,6% 3,7% 1,9% 1,9% 5,6%

18,5% 7,4% 11,1% 11,1% 7,4%

14,8% 1,9% 0,0% 3,7% 14,8%

5,6% 7,4% 7,4% 14,8% 16,7%

Embedded business models cut through distributor industry and product 

area with most traction in payments, insurance and lending

1Note: other emerging players could be found in gaming, home delivery services and shared economy platforms  

PRODUCT AREA Payments Accounts Cards Lending Insurance

Legend:

Wealth mgt.

Common embedded finance use 

cases focus on: 

1

3

5

Retail & Ecommerce

Financial Services

Human Capital

Software Solutions 

Leisure

Utilities

Tailored & On-demand 

Insurance 

5

1

Commerce one-stop-shop 

Payments as a Service

Limited 

use cases

Many 

use cases

3 EMBEDDED FINANCE - EMBEDDED FINANCE RADAR

EmFi USE CASE HEATMAP

DISTRIBUTOR

Non-exhaustive

Source: INNOPAY analysis, Embedded Finance Radar 2023

3

2 Financial services 

enablement

2

4 SaaS one-stop-shop 

4
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Adyen and Stripe have similar embedded finance offering, but take 

different positions in the embedded finance value chain 

Stripe Issuing (2018)

Stripe Capital (2019)

Stripe Treasury (2022)

Adyen for Platforms (2016)

Issuing (2019)

Capital (2022)

Accounts (2022)

Stripe Connect (2012)

• Stripe and Adyen started 

with embedded 

payments and slowly 

expanded EmFI offering 

• Both distribute financial 

services to businesses via 

various distributors

• Difference: 

- Stripe collaborates 

with banks to leverage 

banks’ balance sheets

- Adyen leverages own 

banking licence and

balance sheet

EMBEDDED FINANCE: COMPARISON STRIPE VS. ADYEN

Balance sheet 

provider

Technology 

provider 
Distributor

Source: INNOPAY analysis

3 EMBEDDED FINANCE - EMBEDDED FINANCE RADAR
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While estimates differ, they all show that EmFi market is large and 

growing

3 EMBEDDED FINANCE - EMBEDDED FINANCE RADAR

WHAT OTHERS THINK

Source: INNOPAY analysis, reports of referenced consulting firms  Note: *includes General Liability, Legal, Credit & Surety, Marine, Aviation & Transport, Worker compensation

Embedded Finance represents 

a revenue opportunity of …

Accenture

… 120 bn EUR for global SME market in 2025

BCG/Adyen

… 105 bn EUR in US, Europe & UK1

Roland Berger

… 180 bn EUR in 2030 

McKinsey

… 100 bn EUR in EEA & UK in 20302

WHAT INNOPAY THINKS

6,7

1,6

1,7

Retail

Corporate

SME

Embedded Lending 

represents a revenue 

opportunity of 10 bn EUR 

in 2030 in EU

Embedded Insurance 

represents a revenue 

opportunity of 54 bn EUR 

in 2030 in EU

Note: 1cash advances, bank accounts, and card issuing; 2lending, payments, accounts

31,8

13,3

2,7

5,9

Other

Assistance

Fire & property

Motor

*
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Financial services execs are faced with a strategic dilemma when 

considering an EmFi strategy and business model

4 EMBEDDED FINANCE - STRATEGIC CONSIDERATIONS

STRATEGIC DILEMMA: BALANCING BENEFITS AND CHALLENGES

CANNIBALISATION

Perceived view of creating own competition / 

cannibalisation risk

COMMODITISATION

Own channel first vs. ‘as a service’ model, 

with risk of becoming commodity provider 

VALUE CHAIN & COMMERCIALS

New partners/clients to serve

Selling technology vs. financial services

ONBOARDING, RISK & SECURITY 

Effectively managing complexity, compliance 

and risks across the EmFi value chain 

CHALLENGES

BENEFITS

NEW OPPORTUNITIES 

Ability to leverage existing capabilities into 

new products, markets & revenue streams

STRENGTHEN COMPETITIVE POSITION 

Protect customer base and attract new 

customers (previously (un/underserved) at 

lower costs

STRONGER RELATIONSHIPS

Seamless experiences for customers where 

it actually matters

VALUE CREATION 

Short-term revenue expectations vs. long-

term sustained value creation

Source: INNOPAY analysis
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Financial Institutions need to get six building blocks right to win in EmFi

Source: INNOPAY analysis

Product 

experience

Partneship

strategy

Where to 

play

Modern IT 

stack

‘API first’ 

Operating 

model

• Seamless and user-friendly product experience 

• Trust and transparency on pricing and T&Cs

• Partnerships that drive reach

• Complementary capabilities (risk, compliance)

• Customer segments, financial products, geo’s

• Weigh potential gains vs cannibalisation effects

• Modernise IT infrastructure 

• API-based product origination and maintenance 

throughout product lifecycle

• Embed ‘API first’ thinking within business lines 

• Improve experience and service for partners and 

distributors

4 EMBEDDED FINANCE - STRATEGIC CONSIDERATIONS

SIX KEY BUILDING BLOCKS

1

2

63

5

Value focus & 

realisation

• Balance short-term value and long-term viability

• Alignment on measures of success

4
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Managing Director
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Manuel Klein

Product Manager Blockchain Solutions & Digital Currencies

Deutsche Bank
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Open Forum on Digital Transformation

17 October 2023

Lunch Break

12:45 – 13:50 CET

During lunch break, do not “leave the meeting” 

(i.e., stay connected while muting your sound and turning off your camera)

Kindly reconnect on time for the afternoon sessions
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Johan Anlert Annick Moes

Business Intelligence Specialist Head of Industry Issues and 

Cooperation Initiatives

SEB Euro Banking Association
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How is fraud affecting the future of payments… 

what can and is being done? 

Implementing the EBA Fraud Taxonomy – an 

example! 

17 October 2023

EBA Open Forum
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EBA Open Forum

17 October 2023

How is fraud affecting the future of payments… what can and is being done? 

Agenda

• About the EBA Expert Group on Payment Fraud-related Topics (EGPF)

• Introduction to the EBA Fraud Taxonomy

• Definition and objective

• How does the taxonomy work? Capturing the ‘who’, ‘how’, ‘what’, and ‘what else’

• Benefits

• Usage rights

• Information about the annual change cycle

• Way forward

• Annex I: Detailed view of the EBA Fraud Taxonomy categories (initiator, method, modus, labels/tags)

• Annex II: Overview of potential impact of IBAN-name checks on fraud cases for credit transfers

Implementing the EBA Fraud Taxonomy – an example! 



Page 58 Closed User Group

EBA Open Forum

17 October 2023

About the EBA Expert Group on Payment Fraud-

related Topics (EGPF)
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EBA Open Forum

17 October 2023

Key activity areas of the EBA
Market Practices & Regulatory Guidance
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Market practices and regulatory guidance – topics 2023

Payments Regulation 

Sounding Board (PRSB)

New expert group being 

created

E-Repository on Cyber Regulations 

and Industry Standards

Request to Pay Expert Group

Expert Group on 

KYC-related Topics

Expert Group on Payment 

Fraud-related Topics (EGPF)

Fraud 

intelligence 

and data

sharing

Ecosystem 

considerations 

on instant 

payments

Request to pay 

ecosystem 

needs and 

expectations

Impact of 

payments 

regulation

Cyber 

regulation and 

standards

Standardising 

fraud 

categorisation

Enhancing 

cross-

border 

payments

Corporate-

to-bank 

KYC
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Introduction to the EBA Fraud Taxonomy
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EBA Open Forum

17 October 2023

What is the EBA Fraud Taxonomy?

Taxonomy

noun

a system for naming and organising things, especially plants and animals, into groups that share similar 

qualities

(Cambridge Dictionary)

EBA Fraud Taxonomy

a pan-European approach to naming and organising fraud types for payments, including card payments  

Definition and objective



Page 63 Closed User Group

EBA Open Forum
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Why should PSPs change?

What is broken today?

Shortcomings of existing fraud taxonomy approaches 

• Created at national or PSP-internal level

• Siloed approaches for card payments vs. other payments

• Lack of structured approach 

➔ high degree of fragmentation

➔ difficult to share fraud intelligence or data at cross-country or pan-European level 

➔ poor data quality

➔ inefficient processes for entering and exploiting data 

➔ often limited granularity and few data points
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How does the taxonomy work? Capturing the ‘who’, ‘how’, ‘what’, and ‘what else’

Explaining the different elements

Who?
Initiator of payment transaction 

(customer or fraudster or 1st party 

fraud)

How?
Method:

First point of contact between the 

fraudster and the victim or the point of 

compromise

What? (and why?) t?
Why? High-level classification: 

Why the victim engaged with the fraudster / took 

the bait

• Indicates strategic approach taken by the 

fraudster that triggers the desired reaction by 

the victim

What? Modus:

What trick the fraudster used to get hold of the 

victim’s money or credentials

• Unauthorised and often manipulative action 

taken by fraudsterWhat else??
Label/tag: 

Additional information to enrich the case – ensures ease of use and maximum flexibility
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How does the taxonomy work? Capturing the ‘who’, ‘how’, ‘what’, and ‘what else’

From fraud case to fraud type

Who?
Initiator of payment 

transaction: 

Customer

How?
Method: Phone contact

What? (and why?) What?
Why? High-level classification: “Your  money/personal information is at risk”

What? Modus: “Safe account fraud”

“You’ll usually [be] contacted by someone saying they are from the bank or the police. They’ll (…) ask you to 

transfer your money to a “safe account” they have set up on your behalf. The account will belong to a 

fraudster.” Source: Barclays Bank UK ‘Ten common types of fraud and scam – 9. Safe account fraud’

What else??
Label/tag: 

Fake bank / financial 

institution

Impersonation

Fraudster calls bank customer 

and tells him that she represents his bank 

Fraudster tells customer that the bank identified 

several unauthorised transactions to be debited 

from customer’s account 

Fraudster convinces customer to transfer his 

funds to a “safe account” indicated by fraudster

Fraud case description
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How does the taxonomy work? Capturing the ‘who’, ‘how’, ‘what’, and ‘what else’

Method

Brute force

Data breach / theft

E-mail compromise

E-mail contact

Fake advertising

Fake merchant

In-person contact

Malware

High-level classification

Card fraud

Online contact

Phone contact

Physical copy

Physical theft

Social media 

compromise

Labels/tags

Card skimming

Any other labels/tags to be 

freely determined by PSP

Text message contact

Modus 

Card details stolen

Initiator

Use of counterfeit cards

Fraudulent card application

Fraudulent card claim

Fraudulent use of cash 

back scheme

From fraud case to fraud type

Customer

Fraudster

Card never received

Card lost or stolen

Social media contact 

• A device illegally installed by fraudster at an 

ATM captures data which is used to create 

counterfeit credit card

• Fraudster pays for goods and services with 

counterfeit credit card

• Payments made with counterfeit credit card 

are debited to the account of the victim 

associated with the credit card

First party

Fraud case description
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Why is the EBA Fraud Taxonomy better?

What difference does the taxonomy make?

Benefits of the EBA Fraud Taxonomy 

• It separates the contact methods (“how”) used by fraudsters from the actual tricks they apply (“what”)

➢ Better data quality and more granular data, e.g. separate data points on point of contact and trick 

applied:

Traditional approach EBA Fraud Taxonomy approach

No separate categorisation of ‘how’ 

and ‘what’; no granularity on ‘what’

Separate categorisation of 

method (‘how’)

Separate categorisation and precise 

identification of (‘what’)

Phishing E-mail contact E.g. Phoney debt/bill collection

Smishing Text message contact E.g. Fake institution

Vishing Phone contact E.g. Safe account fraud
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Why is the EBA Fraud Taxonomy better?

What difference does the taxonomy make? 

Benefits of the EBA Fraud Taxonomy 

• Created and evolved by 33 fraud experts from 15 European countries, based on annual change 

process

• Applies to both payment fraud and card fraud 

• Creates a common vocabulary regarding fraud in the area of payments 

➢ The taxonomy relies on definitions from authoritative and publicly available sources, wherever 

possible

• Reduces risk of overlap between fraud types, increasing accuracy of fraud trend intelligence and data

• Aligned with EBA Fraud Reporting Guidelines under PSD2

• Pan-European approach enables collaboration and intelligence/data sharing on card and payments 

fraud

• Data point collection can be made easier and faster

• Supports PSPs in developing effective fraud prevention campaigns for their customers
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Why fraud experts love the EBA Taxonomy
Early movers value improved granularity, analytical insights, scope and collaboration capabilities  

“The taxonomy splits the contact methods used by 
fraudsters from the tricks they apply – that's a truly 
revolutionary approach. 

At Banco Sabadell, this will help us to develop 
better ways to educate and warn our customers.”

Ana Arnaiz
Fraud Analyst 

BANCO SABADELL

“You can put the taxonomy on the table and 
say, ‘This is the terminology we are going to 
use.’ 

It immediately gets people on the same page. 
That’s tremendously helpful.” 

Alan McMahon
Fraud Intelligence Officer

Bank of Ireland

“The taxonomy provides us with increased 
capabilities to conduct more in-depth analysis 
of the fraudulent transaction within our bank. 

We also look forward to the future possibilities 
of collaboration and knowledge sharing that 
come with having a common taxonomy.”

“Having a granular fraud 
taxonomy covering both 
payments and cards helps the 
bank continually improve its 
fraud management framework.”

Jørgen Eidesmo
Chief Analyst

1st Line Card & Payment Fraud Strategy

Danske Bank

Johan Anlert
Strategic Fraud Analyst

SEB AB
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EBA Fraud Taxonomy: usage rights

Usage rights

• EBA Fraud Taxonomy is available to any 

interested party

• EBA Fraud Taxonomy is licensed under a 

Creative Commons Attribution 4.0 

International Public License (CC BY 4.0 

license) 

Pan-European approach to fraud type categorisation

Objective:

• Consistent implementation of the 

EBA Fraud Taxonomy 

• Adherence to the latest version of 

the taxonomy by all users at all 

times

EBA Fraud Taxonomy can be requested via the EBA website at https://www.abe-eba.eu/publications/

https://www.abe-eba.eu/publications/
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EBA Fraud Taxonomy: change cycle 2023/2024
Timeline change cycle 2023/2024

Annual review and updating process

• October 2023: call for change requests 

• 8 January 2024: deadline to submit change requests pertaining to the ‘initiator’, ‘method’ 

and ‘modus’ sections

• 2 April 2024: deadline to submit change requests pertaining to the ‘labels/tags’ section 

• January to April 2024: review of change requests 

• May 2024: adoption of version 5.0 of EBA Fraud Taxonomy by EBA Board 

• June 2024: release of EBA Fraud Taxonomy version 5.0

• January 2025: implementation
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EBA Fraud Taxonomy
Way forward

Next steps towards wider market penetration:

Fraud experts are invited to share the EBA Fraud 

Taxonomy with their colleagues

Objective: Europe-wide adoption at PSP level and at 

the level of local/regional fraud intelligence or data 

sharing facilities 

EBA Fraud Taxonomy community: monthly 

newsletter, regular updates, training material on 

taxonomy (ongoing)

The EBA Fraud Taxonomy can be requested via the EBA website at https://www.abe-eba.eu/publications/

The sign-up includes an opt-in for receiving updates on fraud combatting, such as the EBA Fraud Monitor newsletter. 

https://www.abe-eba.eu/publications/
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Annex I: 

Detailed view of the EBA Fraud Taxonomy 

categories (initiator, method, modus, 

labels/tags)
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Initiator: describes who initiates the payment transaction affected by the fraud

Supports PSPs in developing effective fraud prevention campaigns for their customers

Supports PSPs in developing effective fraud prevention campaigns for their customers

Fraudster 

issues 

payment
Customer 

issues 

payment

First party: issuing customer = fraudster

(optional element, 

primarily relevant for card fraud)

Initiator (who):

Definitions aligned with the EBA Guidelines on Fraud Reporting under PSD2
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Method: describes attack vector and specifies first point of contact between 

fraudster and victim or the point of compromise

Method (how):

Supports PSPs in developing effective fraud prevention campaigns for their customers

• Brute force

• Data breach / theft

• E-mail compromise

• E-mail contact

• Fake advertising

• Fake merchant

• In-person contact

• Malware

• Online contact

• Phone contact

• Physical copy

• Physical theft

• Social media compromise

• Social media contact

• Text message contact
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Modus: unauthorised and often manipulative action taken by fraudster and 

resulting in the loss of money via a payment transaction

Modus (what):

Facilitates standardised 

means to describe 

fraudulent action

Why? High-level classification: 

Why the victim engaged with the fraudster / 

took the bait

• Indicates strategic approach taken by 

the fraudster that triggers the desired 

reaction by the victim

What? Modus:

What trick the fraudster used to get hold of 

the victim’s money or credentials

• Unauthorised and often manipulative 

action taken by fraudster
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Labels/tags: enrich the case with additional categorisation information

Labels/tags:

Ensure ease of use and 

maximum flexibility

• Labels/tags listed in the EBA 

Fraud Taxonomy are 

suggestions and not meant to be 

exhaustive

• PSPs are free to choose 

labels/tags for specific fraud 

scenarios as they deem fit
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Annex II:

Overview of potential impact of 

IBAN-name checks on fraud cases 

for credit transfers
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Overview of potential impact of IBAN-name checks on fraud cases for credit transfers
Based on relevant fraud modi defined by the EBA Fraud Taxonomy

No impact expected Low impact expected

Medium impact 

expected High impact expected

Extortion

Pure account 

takeover

Emotional 

manipulation

Investment 

fraud

Safe account 

fraud

Stop unauthorised 

transaction fraud

Advance 

fee fraud

Overpayment 

scams

Impersonation 

of creditor

Phony debt/

bill collection

Fake institution

Creditor 

account data 

manipulation

Source: IBAN-name check – Current developments and concepts
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Goal of new taxonomy

• Compliance: Aligning with EBA Guidelines on Fraud Reporting under PSD2.

• Increased data quality: Reducing the risk of overlap in the identification of fraud types and, consequently, 
increasing the accuracy of statistics used to identify fraud trends.

• Data sharing: Allowing for better inter-bank cooperation and data sharing through a common taxonomy.

• Consistency: Speaking the same language when it comes to fraud cases. Both within the bank, and with outside 
parties.



SEB Fraud Fraud Taxonomy Timeline

PSD2 only

Only initiator of transfer, 
specified as “Type of fraud” by 

the PSD2 Directive.

0.1

I.e., Issuance vs. Manipulation

Basic Modus

Incorporated basic high-level 
modi definitions. 

1.0

E.g., Social engineering, 
Marketplace fraud etc.

EBA Taxonomy

Introduced contact method and 
more detailed modi.

2.0

E.g., Phone, SMS, E-mail, and 
Safe Account fraud, Cashback 

fraud, etc.

SEB expanded 
EBA taxonomy

Split contact method into 
“Initial” and “Main”. Added 

tracking of signing party.

3.0

E.g., SMS into Phone, transfer 
initiated by fraudster and 

signed by customer



Fraud registration at SEB

• A lot of legacy from PSD2 reporting.

• Time consuming manual process.

• Exitance of overlapping as well as diverging legacy 
taxonomies.

• More difficult to translate data into threat intelligence.

How we implemented at SEB

• Started small, then quickly expanded.

• Ensuring backwards compatibility was essential.

• Focus on flexibility and user friendliness.

• Historical data according to EBA taxonomy since Jan 1st

2022.

Benefits

• Common taxonomy within SEB AB.

• Clearer data gathering.

• Increased data quality.

• Increased threat intelligence.

• Increased possibilities for collaboration and knowledge 
sharing within EBA.

• Increased speed  and efficiency of countermeasures.

• Added depth in victim profiling and risk scoring.

Future improvements

• Implement in case handling system (ongoing).

• Expand taxonomy to cover SEB Baltics and SEB Card.

Implementing the EBA taxonomy at SEB



Review of the EBA fraud taxonomy

Initiator

Describes who initiates the 
payment transaction

Who?

Method

Specifies the point of contact
between the fraudster and the 

victim

How?

Label/Tag

Can be freely chosen by 
individual banks and allows the 

detecting party to enrich the 
case with additional 

categorization information. 

Misc.

Modus

Describes the action taken by 
the fraudster resulting in the 
loss of money via a payment 

transaction 

What?

E.g., Fraudster or Customer E.g., Phone, E-mail, etc. E.g., Account takeoverE.g., Safe account fraud, 
Investment fraud, etc.



The SEB expanded fraud taxonomy

Initiator

Who?

Method

How?

Label/Tag

Misc.

Modus

What?

Contact 
(initial)

”Situation”
Contact 
(main)

Tag”Solution”

Original
Taxonomy

Expanded
Taxonomy

Outcome

How the initial 
contact was made

The situation 
presented by the 

fraudster. The 
reason action 

needed to be taken

How the 
decisive/main 

contact was made

Free tag for 
additional 

information

The solution 
presented by the 
fraudster to the 

situation described 
previously

The outcome of the 
interaction between 

fraudster and 
customer



SEB Fraud Taxonomy (in detail)

”Solution”

”Send money”

Attempting to gain money

Attempting to access account

”Authenticate yourself
/ Give me codes”

”Share your screen”

Outcome

Payment initiated & singed by 
customer

Authorized payment fraud

Unauthorized payment fraud

Payment initiated by fraudster 
& signed by customer

Payment initiated & signed by 
fraudster

Contact

SMS

Phone

E-mail compromise

Social media

E-mail

Fake advertising

In-person

Social media compromise

Malware

Physical copy

Physical copy

Physical theft

Man in the middle

Data breach/theft

SMS

Phone

E-mail compromise

Social media

E-mail

Fake advertising

In-person

Social media compromise

Malware

Physical copy

Physical copy

Physical theft

Man in the middle

Data breach/theft

Fake merchant Fake merchant

Initial Main

”Situation”

”You need to pay/sign this”

”I am a seller/buyer”

Neutral

Fear

”Your money / personal 
information is at risk”

”You owe money”

”Send me money or I’ll…”

”You can earn/save a lot of 
money”

”Please help me”

Reward

Account takeover

EBA Fraud Modus



SEB Fraud Taxonomy (in detail)

Safe account fraud

Overpayment scams

Extortion

Stop unauthorized 
access fraud

Phoney debt/bill collector

Advanced fee fraud

Emotional manipulation

Investment fraud Claim a benefit fraud

Impersonation of creditor

Online shopping fraud

Fake institution

Pure account takeover

Modus

Stop unauthorized 
transaction fraud

Contact

SMS

Phone

E-mail compromise

Social media

E-mail

Fake advertising

In-person

Social media compromise

Malware

Physical copy

Physical copy

Physical theft

Man in the middle

Data breach/theft

SMS

Phone

E-mail compromise

Social media

E-mail

Fake advertising

In-person

Social media compromise

Malware

Physical copy

Physical copy

Physical theft

Man in the middle

Data breach/theft

Fake merchant Fake merchant

Initial Main

”Situation”

”You need to pay/sign this”

”I am a seller/buyer”

Neutral

Fear

”Your money / personal 
information is at risk”

”You owe money”

”Send me money or I’ll…”

”You can earn/save a lot of 
money”

”Please help me”

Reward

Account takeover



Example of fraud case scenario

”Your money / personal 
information is at risk”

Stop unauthorized access 
fraud

”Authenticate yourself
/ Give me codes”

Payment initiated by 
fraudster & signed by 

customer

Stop unauthorized 
transaction fraud

”Authenticate yourself
/ Give me codes”

Payment initiated by 
fraudster & signed by 

customer

Safe account fraud ”Send money”
Payment initiated & singed 

by customer

Pure account takeover
Payment initiated & signed 

by fraudster

Fraud case
As illustrated by the example above, this fraud
case scenario starts of by the fraudster praying on
fear claiming that the customers money and/or
personal information is at risk. By (most likely)
impersonating the customers bank, they convince
the customer to authenticate themselves in order
to stop this unauthorized access. Unbeknownst to
the customer, he or she has signed a fraudulent
transaction initiated by the fraudster. Following
this, the Fraudster claims that the customer is
exposed to further risks since there is an
unauthorized transaction that has to be stopped.
And just to be completely “safe”, the fraudster
convinces the customer to transfer funds to a safe
account.

During the interaction with the fraudster, the customer has
also unknowingly signed/authenticated the issuance of a
new Mobile Bank Id. This is later used by the fraudster to
perform a pure account takeover and empty the customers
accounts.

This is an example of cases we at SEB see at an increased
rate. The fraudsters are becoming more innovative and
move more fluently across different types of fraud modi
classified as social engineering.



Example 1: Stop unauthorized transaction fraud
Legacy Taxonomy: Social engineering

”Solution”

”Send money”

Attempting to gain money

Attempting to access account

”Authenticate yourself
/ Give me codes”

”Share your screen”

Outcome

Payment initiated & singed by 
customer

Authorized payment fraud

Unauthorized payment fraud

Payment initiated by fraudster 
& signed by customer

Payment initiated & signed by 
fraudster

Contact

SMS

Phone

E-mail compromise

Social media

E-mail

Fake advertising

In-person

Social media compromise

Malware

Physical copy

Physical copy

Physical theft

Man in the middle

Data breach/theft

SMS

Phone

E-mail compromise

Social media

E-mail

Fake advertising

In-person

Social media compromise

Malware

Physical copy

Physical copy

Physical theft

Man in the middle

Data breach/theft

Fake merchant Fake merchant

Initial Main

”Situation”

”You need to pay/sign this”

”I am a seller/buyer”

Neutral

Fear

”Your money / personal 
information is at risk”

”You owe money”

”Send me money or I’ll…”

”You can earn/save a lot of 
money”

”Please help me”

Reward

Account takeover

EBA Fraud Modus



Example 2: Claim a benefit fraud
Legacy Taxonomy: Social engineering

”Solution”

”Send money”

Attempting to gain money

Attempting to access account

”Authenticate yourself
/ Give me codes”

”Share your screen”

Outcome

Payment initiated & singed by 
customer

Authorized payment fraud

Unauthorized payment fraud

Payment initiated by fraudster 
& signed by customer

Payment initiated & signed by 
fraudster

Contact

SMS

Phone

E-mail compromise

Social media

E-mail

Fake advertising

In-person

Social media compromise

Malware

Physical copy

Physical copy

Physical theft

Man in the middle

Data breach/theft

SMS

Phone

E-mail compromise

Social media

E-mail

Fake advertising

In-person

Social media compromise

Malware

Physical copy

Physical copy

Physical theft

Man in the middle

Data breach/theft

Fake merchant Fake merchant

Initial Main

”Situation”

”You need to pay/sign this”

”I am a seller/buyer”

Neutral

Fear

”Your money / personal 
information is at risk”

”You owe money”

”Send me money or I’ll…”

”You can earn/save a lot of 
money”

”Please help me”

Reward

Account takeover

EBA Fraud Modus



The present & Future of fraud registration
- Implementation of taxonomy and updating registration flow in internal case handling system.

Case created Fraud type Fraud modus Tags Fraud status Transactions Case closed

1st line fraud response Fraud investigators



Fraud Committed Fraud Reported Fraud Processed & Analyzed

Collaboration & Sharing

Reporting

Preventive 
measures

Threat intelligence

Fraud analytical feedback loop

Future vision

Taxonomy applied
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Wrap-up
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Thank you!
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Participants in the forum are reminded of their 

responsibility to observe anti-trust laws.

The EBA Anti-Trust Policy is available at the EBA website.

https://www.abe-eba.eu/media/azure/production/1352/eba_antitrust_policy_20170602_final_clean.pdf

https://www.abe-eba.eu/media/azure/production/1352/eba_antitrust_policy_20170602_final_clean.pdf
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The forum is an open group, where interested stakeholders can discuss and 

exchange information on industry-wide topics.

The content of the slides presented and the views expressed in the context of the 

activities of the forum are those of the respective participants in the forum, and do 

not represent the views of the Euro Banking Association (EBA).
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